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RELIABILITY CORPORATION

October 30, 2014

VIA ELECTRONIC FILING \

Ms. Kimberly D. Bose

Secretary

Federal Energy Regulatory Commission
888 First Street, N.E.

Washington, DC 20426

Re: NERC Full Notice of Penalty regardidgidentified Registered Entity
FERC Docket NblP15- -000

Dear Ms. Bose:

The North American Electric Reliability Corporation (NERC) hereby provides this Notice of Penalty
regardingUnidentified Registered EntiRE, NERC Registry IDEERXXXXXn accordance with the
CSRSNIf 9ySNHeée wS3dz I G2NE / 2 YYAaajaado@ers, asvdlY YA &
4 bow/ Qa wdzZ S& 2F t NPOSRdzNE Ay Of dzZRAYy 3 ! LIISYRA
Program (CMEP}).

a
E

This Notice of Penalty is being filed with the Commission becbeisas Reliability Entity, In@.exas

RB andUREhave entered into a Settlement Agreement to resolve all outstanding issues arising from
TexasREA RSO SNXNAY I @fkin2 violatioySrRddredsel iihys Bldtice of Penaltpccording

to the Settlement Agreement)REneither admits nor denies the violations, but has agreed to the
assessed penalty oihe hundred and sithousand dollars§106,000, in addition to other emedies

and actions to mitigate the instant violations and facilitate future compliance under the terms and

I Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval, and
Enforcement of Electric Reliability Standai@sder No. 672), lll FERC Stats. & Regs. 1 31,204 (R@@ige of New Docket
Prefixa bt ¢ FT2NJ b2GA0Sa 2F tSylrfae CAf SR 0 ¢Dockét Bo. RMOBIDE ! YSNR OF
(February 7, 2008Fee alsd 8 C.F.R. Part 39 (201M)andatory Reliability Standards for the Bitkwer SysterrFERC

Stats. & Regs. 1 31,242007) (Order No. 69385 K Q 3 , IRBRERCSIF61,053 (2007) (Order No-APSeel8 C.F.R §

39.7(c)(2).

2Seel8 C.F.R § 39.7(c)(2) and 18 C.F.R § 39.7(d).

3C2NJ LIdzN1JI2 aSa 2F GKAA& R20dzYSyias SI OK @idsedfits pracBdyral baturd a & dzS A
and whether it was a possible, alleged, or confirmed violation.

3353 Peachtree Road NE
Suite 600, North Tower
Atlanta, GA 30326
404 -446 -2560 | www.nerc.com
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conditions of the Settlement Agreement. Accordingly, the violatiortkis Full Notice of Penaltyre
being filed in accordance with the NERC RolieProcedure and the CMEP.

Statement of Findings Underlying the Violations

This Notice of Penalty incorporates the findings and justifications set forth in the Settlement

Agreement, which is included as Attachmént The details of the findings amasis for the penalty are

set forth in the Settlement Agreement and herein. This Notice of Penalty filing contains the basis for
approval of the Settlement Agreement by the NERC Board of Trustees Compliance Committee (NERC
BOTCC). In accordance with Se2ty’ o @1 2F GKS /2YYAadaizya NB3Idz
NERC provides the following summary table identifying each violation of a Reliability Standard resolved
by the Settlement Agreement, as discussed in greater detail below.

NERC Violation Standard | Reg VRFE/ VSL Penalty
ID Amount
TRE201301223| CIR002-1 | R2 High/Severe
R3:;
TRE201301226| CIRP0021 | R3.1; High/Severe
R3.2
R4; .
TRE201301223| CIRP003-1 R4.3 Medium/Severe
' $106,000
R5;
R5.1;
TRE201201115| CIR0O031 RS 2- Lower/Severe
R5.3
R4;
TRE201201115| CIR004-1 RA1 Lower/Moderate
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NERC Violation Standard | Req VRE/ VSL Penalty
1D Amount
R1; :
TRE201301223 CIRO051 | RL4:|  Medum/
Moderate
R1.6
R5;
TRE201201117| CIRO05-3 RE 2 Lower/Lower
TRE201301226/ CIR0061 | R3 Medium/
Moderate
TRE201301262 CIZ%OG R5 Medium/Severe
TRE201301262 CIZ%OG R6 Lower/Severe
$106,000
R1;
R1.1; . .
TRE201201117| CIROO7-1 R1.2- Medium/High
R1.3
R1;
TRE201301297 G-t R1.2;| Medium/Severe
3a
R1.3
R2: .
TRE201301296| CIP0O07-1 R2 1 Medium/Severe
R3;
TRE201201117 Cl-to R3.1; Lower/Severe
32 | p32
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NERC Violation Standard | Req VRF/ VSL Penalty
ID Amount
TRE2013012071 C'PO07 | R3; Lower/Severe
3a R3.2

TRE2012010877 CIROO7-1 R4 | Medium/Moderate

TRE2013012077 C'P007 | R4 1 \edium/Severe
3a R4.2

R5;

R5 1 $106,000
TRE2013012234 CIR007-1 R5.2: Medium/Severe

R5.3.3
TRE201201118C CII32(;07- R9 Lower/High

R1;
TRE2012011181 CIP008-3 R12 Lower/Moderate

*Violation Risk Factor (VRF) and Violation Severity Level (VSL)

OVERVIEW

This Settlement Agreement resolves 20 CIP violations discovered throughout 2012 and 2013. The
violations were discovered through a series of -Sadftifications, SelReports, and a Compliance Audit.

CIRP002-1 R2 (TRE2013012232)

UREsubmitted a SelReprt stating that it was in violation of GIF02-1 R2. SpecificallylJREeported

that it discovered errors in its list of identified Critical Assets determined through an annual application
of its riskbased assessment methodologyREdiscovered that,n several instances, it erroneously
included or omitted substations on its Critical Assets [idte cause was an oversight GrREvhen
transcribing Critical Asset information from its various maps and lists to the final Critical Assets list.
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Texas RHetermined thatUREhad a violation oCIR002-1 R2 for failing to update its Critical Asset lists
accurately after applying its annual ribsed assessment methodology.

Texas RHetermined the duration of the violation to be from the date the Standarddree
mandatory and enforceablen UREhrough whenUREcompleted preparation of its Critical Asséts.

Texas RHetermined that this violation posed a minimal and not serious or substantial riglieto
reliability of the BPSUREapplied its annual riskased assessment methodologgplthoughUREid
not include certain Critical Assets on its official Critical Asset8/Rficorrectly identified its Critical
Assets on maps and other lists as Critical Assets and protected themelasdJREnanaged all station
based Cyber Assets with the same safeguards, using the same procedures, processes, security
measures, tools, and protocols.

UREX& a A (i A Fo-addkegsifis violationyvas submitted toTexas RBtating it had been
competed.

URRA aAlAIlFdAPRBot f Iy NBI dzA NBR

1. finalize its new procedure containing its methodology for identifying Critical Assets and
updating CCAs and Technical Feasibility Exceptions (TFES);

2. conduct training on the new procedure for all stakeholdierglved in the annual riskased
assessment process;

3. post the new procedure tds compliance database to facilitate access by appropriate
personnel, and send an email to affected persorinaharge ofmplementing the new
procedure; and

4. complete development of thannualCritical Asset lisaipplyingthe new procedure.
UREcertified that the above Mitigation Plan requirements were completed.
Texas REerified thatURE2 & a A (i A Ivasicdnplgte t € | Y

CIR002-1 R3 (R3.1, R3.AIRE2013012261

UREsubmitted a SelReport stating that it was in violation of @B2-1 R3. SpecificallylJREeported
that it discovered errors in its CAigts forseveral yearsThese errors consisted tfe following: (i)
failure to identifyswitches with routable protocols that were connected to two backup wentrol
center protocol (ICCP) devices as C@As occurred aftean Electronic Security Perimet@eSEP
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reconfigurationwas completedt (i) multiple instances where stations atitkir associated CCAs were
incorrectly included on the CCA list; and (iii) multiple instances where stations and their associated
CCAs were omitted from the CCA list.

Texas RE determined thBREhad a violation oCIR002-1 R3for failing to develop a copiete and
accurate list of associated CCAs essential to the operation of CriticabAsset

Texas RE determined the duration of the violation to be ftbendate the Standard became
mandatory and enforceable ddREhrough whenUREcompleteddevelopment of theannualCCA list

Texas RE determined that this violation posed a minimal and not serious or substantiathisk to

reliability of theBPS AlthoughURHailed to document the list accurately, the CCAs that were left off

the CCA listvere within secured ESPs and afforded the protections included Q@3 through CIP

009-1. The CCAs were protected BRE2E F A NS URRB A AYYIRHB & 2y LINBSOSY (A
system monitoed and providel alerts of any unknown communication tgp within the ESPReatime

alerts were automatically raised and investigatddRE2a O2 NBE y S ¢ dWlpimagy KA OK A
CCAswasphysically located in a secure room within a secure facility weetmonitored at all times.
Additionally,UREmanaged allrelevantCyber Assets with the same safeguards, procedures, processes,
security measures, tools, and protocols.

URRE aAUGAIlLaGA2y tfly (2 | RRNBaA Statingithadbe@h 2 € | G A2y
completed
URRA aAlA3IlF GAPRBOt f Yy NBI dzA NBR

1. disconnect the switches and logically reconfigure them back to their original lo¢ation

2. update the CCA and ESP lists to reflect the current ESP configuration

3. implement enhancements to the change management procedanainimize the potential for
recurrence;

4. conduct a thorough review of the devices to ensureelkvantCCAs have been identified and
documented on the CCA and ESP littREalso developed a new procedure to document the
process of completing this rewieon a periodic basis to ensure the ESP list is accurate;

5. train the appropriate personnel on the enhanced change management procedure and on the
new procedure for establishing and maintaining ESPs;

6. implement thesenew procedures ang@ostthem to its compknce database to facilitate access
by appropriate personnel;
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7. createanew methodology for identifying CAs and updated CCAST&ifit#o include amore
robust process of inclusion, reviews, atwhtrols to help ensure accuracy of its CCA list

8. conduct trainng on this newmethodologywith all stakeholders involved in the annual risk
based assessment process;

9. implement this newmethodologyand post it to its compliance database to facilitate access by
appropriate personneland

10.complete development of thannual CCA list using the nemethodology
UREcertified that the above Mitigation Plan requirements were completed.
Texas RE verified thetRE2E aA G A I GA2y tfly ¢Fla O2YLX SGSo

CIP0031 R4 (R4.3) (TRE2013012p33

UREsubmitted a SelReport to Texas RE stating that it was in violation of00OB°R4.URHailed to
conduct and document all annual assessments of its adherence to its CCA information protection
program for two years. SpecificallyREconducted annual dierence assessments for information
related toonegroup, but it did not document the assessment$RHailed to conduct annual
adherence assessments for information relatedatdifferentUREgroup.

Texas RE determined thBREhad a violation oCIR003-1 R4 for failing to conduct and document all
annual assessments of its adherence to its CCA protection program.

Texas RE determined the duration of the violation to be ftbendate the Standard became
mandatory and enforceable ddREhrough whenUREcompleted its review of iténformation
protection program, implemented enhancements, and posted the new program documents to a
location accessible by appropriate personnel

Texas RE determined that this violation posed a moderate risk to the reliability BRSéut did not

pose a serious or sstantial risk. Specifically, by failing to conduct certain annual adherence
assessments of its information protection progradtEfailed to have sufficient security management
controls in place, and sensitive information related to CCAs could have been compromised. However,
althoughURHEid not properly document all aspectstwio annual assessments|RElid control access

to certain protected information and conducted reviews accordingly. Furtd®® a RI G Odza (2
were appropriately controlling access to documents protected undiRE iaformation protection

program.
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URER A a A (A ITREMITDYO150d atidyessdhis viation was submitted to Texas Re&ting it
had been completed
URRA aAlOA3IlF GAPRBOt £y NBI dzA NSR

1. conduct a thorough evaluation of ilsformation protection program and create an action plan
to identify enhancements

2. enhance its program documents clarify and reinforce the requirements related to QF3,

3. complete training on the enhanced program documents with personnel responsible for
managing protected information; and

4. implement the enhanced program and post associated documents to its cameplidatabase
to facilitate access by appropriate personnel.

UREcertified that the above Mitigation Plan requirements were completed.
Texas RE verified thetRE2E aA G A I GA2y tfly ¢la O2YLX SGSo

CIP0031 R5 (R5.1, R5.2, R5(BRE2012011153

UREsubmitted a SelCertification stating that it was in violation of @B3-1 R5. UREsubsequently
submitted a more detaile&elf-Report.

UREstated that it did not timely update the personnel list for those responsible for authorizing access
to protected CCA information. SpecificallREailed to remove a former employegho leftthe
companyfrom its data custodian list. In additiodREdid not conduct an annual review of access
privileges to a particuladocument managemergite to confirm that acess privilegewere correct and

that they corresponddwith UR2& Y SSR& YR FLILINRPLINREFGS LISNE2YYS

Moreover,UREid not at least annually assess and document the processes for controlling access
privileges to protected information on that same sitd REalso reported that it discovered several
instances where documents designated as confidential or restricted atémehed as documentation

fromURR A OKLF y3aS YI yI 3SYSy (UREoednir&remploye® who hadBcieds >

to the system could view those documents.

Texas RE determined theREhad a violation oCIR003-1 R5for failing to document andmplement a
program for managing access to protected CCA information that met the requirements of the
Standard.
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Texas RE determined the duration of the violation to be from the date the Standard became
mandatory and enforceablen UREhroughthe dateUREconducted an annual review of its processes
for controlling access privileges to protected information

Texas RE determined that this violation posed a minimal and not serious or substantiathisk to
reliability of theBPS UREhad a robust system tat included a layered approach to protecting its Cyber
Assets. This approach incluti&ewalls, group user authentication, shared account reviews,
infrastructure reviews, employee training, cyber incident detection, and ESP/Physical Security
Perimeter (BP) access authentication.

With respect to thedocument managemergite, UREconfirmed that the sitehad the appropriate site
and document level controls and was managed to ensure controlled access to protected information.

URRA aAlGAIrdAzy ttly (2 | RRNB a Statingithad begh 2 | GA2Y
completed

URRA aAlAIlFdAPRBot f Iy NBI dzA NBR

1. revise itsnformation protection program to reflect the appropriate data custodians, post the
program to its corpliance database to facilitate access by appropriate personnel, and send an
email communication to applicable personmaiormingthem that the revised progranwas
implemented and in effect

2. assign a new data custodian to thecument managemengite, whoimplemented a process to
conduct quarterly reviews of the access privileges to the site;

3. conduct training on the requirements of the revised program with all data custodians and
conduct an annual review;

4. redesign the change management system to ensure thrdge individuals with approved
access privileges to protected information can access/view change reghasinclude
protected information;

5. conduct an endo-end review of the program to identify opportunities and implement
enhancements;

6. develop and imlement processes for annual program adherence assessment;

7. design and implement an enhanced periodic access review process with centralized
documentation maintained in the compliance database;
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8. document access privileges criteria and processethidocument management platforpthe
change management system, the password site,engineering project software, and the
compliance database;

9. enhance the annual review meeting conducted with all data custodians;

10. establish periodic operational and corpordével controls to ensure implementation and
adherence to the program; and

11.develop a crosfunctional training program, training materials, and schedule required to
implement the enhanced process and procedure improvements.

UREcertified that the above Migation Plan requirements were completed.
Texas RE verified thetRE2EA aA G A I GA2y tfly ¢Fla O2YLX SGSo

CIR0041 R4 (R4.1(TR2012011159

UREsubmitted a SelCertificaton stating that it was in violation of GIF04-1 R4. UREsubsequently
submitted amore detailedSelfReport For CCAs administered twaye UREeam, UREeviewed a list

of personnel who had accessao application that is run on most CCAs, instead of reviewing a list of
personnel who had access tite CCAshemselves

Texas RE deterined the duration of the violation to be from the date the Standard became
mandatory and enforceablen UREhroughthe dateUREamended its documentation to correct
annual review processes and performed a review to verify the documentation changes

Texas RE determined that this violation posed a minimal and not serious or substantialthigk to
reliability of theBPS UREhad a robust system that includka layered approach to protecting its Cyber
Assets. This approach incluti&rewalls, intrusion prevention, group user authentication, shared
account reviews, infrastructure reviews, employee training, cyber incident detection, and ESP/PSP
access authentication.

URRE aAGAIlLOGAz2y tfly (2 | RRNBSREatingithadbe@h 2 | A2y
completed
URRA aAlA3IlF GAPRBOt f Yy NBI dzA NBR

1. conduct a thorough review of cyber access rights for each individual account on the CCAs in the
ESPs administered by thelevantteam and update the access authorization isteflect the
current state of CCA access;

RELIABILITY | ACCOUNTABILITY




NER@\otice of Penalty PRIVILEGED AND CONFIDENFRIRMATIO
Unidentified Registered Entity HAS BEEN REMOVED FROM THIS PUBLIC VERSION
October 30, 2014

Pagell

2. develop and implement a new process for tracking and reviewing individual account access on
CCAs;

3. conduct quarterly reviewsf cyber access rights of each user account on each CCA in the ESPs
administered by theelevantteam and make timely access adjustments

4. continue access review and associated access adjustments based ddRiglgrsonnel
employment status change reports, including review of access for personnel with cyber access
to individual accounts o€CAs in the ESPs administered byrétevantteam;

5. continue access review and associated access adjustments based on proactive monitoring and
communication of contract services personnel employment status, including review of access
for personnel with cyber access to individual accounts on CCAs in thadiSiRstered by the
relevantteam;

6. document formally and communicatbe new process to affected employees grastthe new
process and procedure; and

7. identify and trainthe UREemployees within theelevantteam who will act as primary and
secondary baaups for the access review process.

UREcertified that the above Mitigation Plan requirements were completed.
Texas RE verified thatRE2& aAGA I GA2y tfly gl a O2YLX SGSo

CIP0051 R1 (R1.4, R1.6)R201301223%

UREsubmitted a SelReport stating that it was in violatiasf CIPO0O5R1. UREid not appropriately
identify and document five nowritical Cyber Assets in the ESP. Specifit#ityFailed to include on

an ESP list two nowritical Cyber Assets that coaected to two devices within the ESBRHailed to

include one server on any of the ESP lists generated for a period of approximately two years. Lastly,
URHisted two servers as CCAs aniESP list that was generated artertain date but it failed to

include the servers on any subsequent lists wadtihost a year later

Texas RE determined theREhad a violation oCIR005-1 R1 for failing to identify and document five
non-critical Cyber Assets in the ESP.

Texas RE determined the duration of tielation to be from the dat®ne of the servers was not
included on the ESP ligtroughwhen UREupdated the ESP documentation to reflect the presence of
the noncritical Cyber Assets within the ESP
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Texas RE determined that this violation posed a minimal and not serious or substantiathisk to
reliability of theBPS Although it failed to include théve deviceson its ESP list&)REprovided the
required protections to the deviceslhe servershould have been classified as nenitical Cyber
Assets, as they had never been moved from testing into full production. Lastly, the devices
representedess than 5%f all devices protected within ESPs.

URRA aAlGAIrdAzy t I ywassdmiter R Nekas BEtingithad begh 2 f | G A2y
completed
URRA aAlGAIlFdAPRBot f 'y NBI dzA NBR

1. install a network scanning tool that enableé®Eo conduct total system scans to monitor all
ports and devices

2. complete its new procedure to institute more stringent controls and reviewbBER2a 9 {t a |
documentation processes;

train the relevantteam on the new procedure;
perform a scan of the complete ESP;
update ESP documentation to reflect the presence of-ootical Cyber Assetand

o g b~ w

post and implement the new procedure.
UREcertified that the above Mitigation Plan requirements were completed.
Texas RE verified thetR2 A aA GA I GA2y tfly ¢gla O2YLX SGSo

CIPO053 R5 (R5.ATRE2012011177)

UREsubmitted a SelCertification stating that it was in violation of @B53 R5. UREsubsequently
submitted a more detailed SelReport.

UREeported that it failed to update documentation to reflect the modification of the network or
controls within 90calendar days of the change. SpecificiJlREmoved two Critical Assets from one
ESP to another ESP and failedit@ument the change within 90 dayBurther, vhen UREcreated the
new documentation, it contained errors.

Texas RE determined theREhad a violation ofCIR005-3 R5for failing to update the documentation
to reflect the modification of the network or controls within 90 calendar days.
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Texas RE determined the duration of the violation to be fAthdays aftewhen UREmoved the two
Critical Assets fronone ESP to another E8ough whenUREupdated its documentation to reflect
the correct location of the Critical Assets

Texas RE determined that this violation posed a minimal and not serious or substantiathisk to

reliability of the BPS The Critical Assett issuewere protected byURER2E 9{t a3 FyR (KSe@

small percentage dIRR2A G 2 G £/ NA (i WRBtad a rdbdsts@iena that inchidzNI K S N&
layered approach to protecting its Cyber Assets. This approach iddivelealls, group user
authentication, shared account reviews, infrastructure reviews, employee training, cyber incident
detection, and ESP/PSP access authenticafitRE &  FI4 axdbintrlision prevention system
monitored and providel alerts of any unknown communication types within the ESP. Lastly, the

affected devices were physically located in a secure room within a secure facility that was monitored at

all times.

URE & igatibriiPlan to address this violation was submitted to TexastaRifg it had been
completed
URRA aAlAIlFdAPRBot f Iy NBI dzA NBR

1. relocate the devices from the new ESP back to the original ESP

2. update the ESP and CCA documentation;

3. establish a procgs improvement team to develop and document enhanced processes and
procedures to address the causes of the violation and develop other related improvements;

4. develop and document a procedure for establishing, reviewing, and updating ESPs;
5. enhance the procegre for identifying, reviewing, and updating CCAs; and

6. develop a crosfunctional training program, training materials, and schedule required to
implement the enhanced process and procedure improvements.

UREcertified that the above Mitigation Plan regeiments were completed.
Texas RE verified thetRE2A aA GA I GA2y tfly ¢la O2YLX SGSo

CIP006-1 R3 (TRE2013012262)

UREsubmitted a SelReport stating that it was imiolation of CIFD06-1 R3. Specifically, although
appropriately equipped with card reader access restrictions managed throRi@a |+ O0S 4 a
management and logging systelREwvas not monitoring access to one of its PSP doors. The door
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was left off the list foURE2 & & S O dgetheiit&ontyattof.| Because the door was not being
monitored by the security contractot)REvas not immediately reviewing unauthorized access
attempts to a PSP for the door.

Texas RE determined theREhad a violation oCIR006-1 R3for failing to impement technical and
procedural controls for monitoring physical access at all access points to the PSP at all times.

Texas RE determined the duration of the violation to be ftbendate the standard became
mandatory and enforceable ddREhrough the dde URHEransferredaccess monitorinffom the
contractor to URE.

Texas RE determined that this violation posed a minimal and not serious or substantiathisk to
reliability of theBPS The door was located in a seclu&Hacility that was staffed taall times.
Further, the door was appropriately equipped with card reader access restrictions managed through
URR2a | 00S&aa YIylFr3aSyYySyid IyR f233Ay3 aeaisSvyo
URRXEa aAlGAIlIdA2y tfly (2 | RRNBa Statingithadbe@h 2t | A2y
competed.
URRA aAlAIlFdAPRBot f Iy NBI dzA NBR

1. enhance its physical security plan based onresult$RE2 & | yy dz £ LINR OS R dzNB

2. update the plan to reflect the current security measures as observed through ahvalkgh of
the PSP;

3. provide trainingto appropriate personnel on the enhanced plan;
4. post and implement the enhanced plan; and
5. bring PSP access monitoring fullyderURR & & dzZLISNIJA & A2y @

UREcertified that the above Mitigation Plan requirements were completed.
Texas RE verified thBfRE a itigation Plan was complete.

CIP006-3c R5 (TRE2013012§24

UREsubmitted a SelReport stating that it was in violation of @B6-3c R5.UREexplained that it
replaced an existing air conditioning unit in service in a P§Ranel was removed from the wall of the
PSP and from the wall of the adjacent mechanical room to provide venting for the temporary air
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conditioning unit. The removal of those panels created a space in the wall, thereby creating a
temporary access point tthe PSP. Security monitoring equipment was in place and was monitoring
and logging access to the temporary access point. However, alarming had been disabled.

Several hours latemaUREemployee investigatednddetermined that alarming was not in plater
the temporary access point, and requested that it baméiated. Alarming was raitiated a few
minutes later

Texas RE determined theREhad a violation oCIR006-3c R5or failing to implement its technical
and procedural controls for monitorg physical access at all access points to the PSP at all times.

Texas RE determined the duration of the violation tddreseveral hoursfrom the timethe temporary
access point wasreateduntil alarmingwas reinitiated.

Texas RE determined thtis violation posed a minimal and not serious or substantial riskéo

reliability of theBPS The temporary access point was located within a secaretimonitoredbuilding
protected by a secured, fenced yard. Both the building and the ware equipped with key card

access control, and the areeasstaffed at all times. Security monitoring equipment was in place and
was monitoring and logging access to the temporary access point. However, the alarming was off for
the periodof the violation Logging of the temporary access point indicated that there was no activity
in the mechanical room within the period that alarming was disabled.

URRE aAGAIlIOGA2y tfly (2 RRNBaa GKAa QGA2tl 0A2Y

URR A aAlA3IlFGAPREOt f Yy NBI dzA NBR
1. re-initiate alarming for the temporary access pqint

2. install permanent grating over the penetration in the PSP to eliminate the possibility of
recurrence and

3. distribute, to managers and supervisors at the RER & LINER OSRdzZNBE & LISOA Fé A
used to manage access to PSPs.

UREcertified that the above Mitigation Plan requirements were completed.

Texas RE verified thetRE2A aA GA I GA2y tfly ¢la O2YLX SGSo
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CIP006-3c R6 (TRE2013012625)

UREsubmitted a SelReport to Texas RE stating that it was in violation of0083c R6.URHailed to
ensure that an air conditioning contractor workingaSP signedRE access logs required by
URRA LIKeaAOlt aSOdaNRGeE LI I yod  duinghis@rsgricein tiePSMJI & |

Texas RE determined theREhad a violation oCIR006-3c R&or failing to implement its technical
and procedural mechanisms for logging physical eatrgll access points to the PSP.

Texas RE determined the duration of the violation tddreseveral hoursn the date the contractor
worked in the PSP without having signed the access log.

Texas RE determined that this violation posed a minimal abderious or substantial risk the

reliability of theBPS The contractor was appropriately escorted at all times while inside the PSP.
Further, the PSP was within a secured and monitored building that was within a secured, fenced yard.
Both the buitling and the yard were equipped with key card access control, and the area was staffed at
all times.

URRXa aAlGAIlIdAz2y tfly (2 RRNBaa (GKAa GA2tl A2y

URRXE aAUGAIl GAPRBot f Iy NBI dzA NBR

1. provide specific counseling relating CIP physical security requirements ddBE 4 LIK & a A O f
security plan to the employee who escorted the contractor within the PSP but failed to ensure
the contractor signed the access jog

2. reinforce the applicable requirements related to CIP physicalrig@andUREX & LIK & a A Ol f
security plan with each member of staff leadership at the PSP, including all managers and
supervisorsand

3. require its managers and supervisors at the PSP to review and acknowledge the prabatiure
specifies the controls used to manage accesdB3®’s.

UREcertified that the above Mitigation Plan requirements were completed.

Texas RE verified thetRE2A aA GA I GA2y tfly ¢la O2YLX SGSo
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CIP0O07-1 R1(R1.1, R1.2, R1.GIRE2012011178

UREsubmitted aSelfCertification stating that it was in violation of @B7-1 R1. UREsubsequently

submitted a more detailed SeReport UREeportedthat it failed to complete documentation that it
performed testing, prior to making changes to existing Cyber Assetsmanner that reflects the

production environment.UREalso reported that it failed to implement its procedure effectively to

ensure personnel understood the need to document that testing was performed in a manner that

reflects the production enviroment and to document test results IR & OKIF y3S Yl yl 3SY
system.

Texas RE determined thBREhad a violation oCIR007-1 R1for failing to implementffectively its
test proceduredo ensure that changes to existing Cyber Assets within the ESP ddvertsely affect
existing cybesecurity controls.

Texas RE determined the duration of the violation to be from the date the Standard became
mandatory and enforceablen UREhrough whenUREcompleted its Mitigation Plan.

Texas RE determined that this violation posed a moderate risk to the reliability BRBé&ut did not

posea serious or substantial riskJREdid not properly train its personnel. Failure to document that
signifiant changes to the Cyber Assets within the ESP were tested in a manner that reflects the
production environment and to document test results could have introduced vulnerabilities or

modified existing cybersecurity controls. However, although not conglgtdocumented, significant

changes to Cyber Assets within the ESP were tested in a manner that reflects the production
environment. All CCAsereprotected byURR2a FANB gl ffa yR Ada AydNHzaA
was monitoring and providing alertd any unknown communication types within the ESP. -Rea!

alerts were automatically raised and investigated. Furthd®E a LINA YwendEhysically Iatated

in a secure room within a secutdRHacility that is monitored at all times.

URRE aAGAIlIGA2y tfly (2 | RRNBa Statingithadbe@h 2 € | G A2y
completed
URRA aAlA3IlFGAPRBOt f Yy NBI dzA NBR
1. conductareviewotURBRa OKI y3IS YIylF3aASYSyd LINE G&tRedzNE | vy R
testing plan included in the procedure

2. conduct training on the enhanced procedure for the members of the team who perform testing
of changes to Cyber Assets wittlthe ESPs that they administeFhetraining was designetb
ensure that personnel werstand the need to document that testing is performed in a manner
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that reflects the production environment and that all test results must be document&tRE a
change management system;

3. implement and post the updated procedure to a database to facditatcess by relevant
personnel; and

4. establish a team to address the causes of this violation and to develop other relcteess
improvements as appropriate.

UREcertified that the above Mitigation Plan requirements were completed.
Texas RE verifiedatURR A aA G A I GA2y tfly ¢6Fla O2YLX SGSo

CIP007-3a R1(R1.2, R1.3)TRE20130129730

Duringthe Compliance AudifTexas RE determined thdREwas in violation of CIB07-3a R1.URHIid

not document the test results fa number ofchange requests for significant changes as required by
URRA OKFy3S O2yiNBf YR O2yFAIdz2NI GA2Y Yyl 3aASYSy
requests for significant changes @ber Assets within an ESP did not contain evidence indicating

testing processes were followed or testing results were documented as required by that procedure.

Texas RE determined thBREhad a violation oCIR007-3a Rfor failing to document that testing is
performed in a manner that reflects the production environmi@nd for failing to document test
results.

Texas RE determined the duration of the violation to be ftbendate documentation was discovered
missingthrough whenUREamended its procedure to provide more clarity on the necessary steps for
testing anddocumentation

Texas RE determined that this violation posed a minimal and not serious or substantiathisk to
reliability of theBPS URHIid document change requests completed for significant changes to Cyber
Assets within ESPs, but did not retain documentation related to testing processes and results prior to
the change requests being completed. Further, testing of significant changesasvithinURE) a
development environmenand prior to application within ESPs.

To mitigate this violation)RE*

1. conducted training on the change management test plan;

4Texas RE did not requitdREo submit a formal Mitigation Plan for TRE2013012970.
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2. updated its process to provide more clarity on the necessary steps for testing and
documentation, and created a change approval board as a new control to manage and monitor
the completion and documentation of changes;

3. reviewed results othe ComplianceAudit and reinforced focus on compliance in meetinghef
relevant URE team

4. added inbrmation technology operational expertise to thelevant UREeam as part of a
phased approach to organizational realignment;

5. developed change request documentation guide providing more clarity on impact assessment,
work plan, test plan, and test resuli®cumentation;

6. established and implemented enhanced change request approval and review processes;

7. reviewed all open change requests for required documentation prior to edosdor significant
changes implemented aftex certain date

8. enhancedJRE)@ange management and responsibilities matrix procedures to clarify
individual expectations and accountabilities;

9. trained relevant personnel on procedumhhancementsand
10.implemented and posted enhanced procedures.

UREsubmitted a Mitigation Activity Coptetion Affidavitstatingthat the abovemitigating activities
were completed. Texas RE verifigte completion otURRa YA GAIF GAy 3 | OGADBAGAS

CIRO07-1 R2(R2.1YTRE2013012968)

During the Compliance Audit, Texas RE discoveredXR& ailed to disable ports and services that
were not required for normal and emergency operatiofi®xas RE enforcement determined thidRE
opened two ports and services asingledeviceto support troubleshooting and testingut it
inadvertently failedo turn them offwhen introducing the device to the production environment

Texas RE determined theREhad a violation oCIR007-1 R2for failing to implement its process to
ensure that only those ports and services required for normal and emerggrenations are enabled.

Texas RE determined the duration of the violation to be from the date the Standard became
mandatory and enforceablen UREhrough whenUREemoved the ports and services

Texas RE determined that this violation posed a minimal and not serious or substantiathisk to
reliability of theBPS Theports at issuewere not required for normal or emergency operations but
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were enabled for testing purposes. The ports represeipioint-to-point connections betweeyber
Assets, and othe€yber Assets outside the specific environmerduld notaccess them.

To mitigate this violationJRE
1. removed the ports and services that were inadvertently left o
2. strengthened its approach to preparing devices to enter the production environment.

UREsubmitted a Mitigation Activity Completion Affidavit stating that the abovégatingactivities
were completed. Texas RE verifigtie completion ofURE2 & Y A @dtiv@iesi A y 3

CIPO07-3a R3 (R3.1, R3.2) (TRE2012011179)

UREsubmitted a SelCertification stating that it was in violation of @B7-3a R3.UREsubsequently
submitted a more detailed SelReport. UREstated that in two instances, ifailed to assess, and
therefore document, security patches ftwo types ofservers

Texas RE determined thBREhad a violation oCIR007-3a RJor failing to assess security patches for
applicability within 30 calendar days of availability.

Texas RHetermined the duration of the violation to be from the damhen URHirst failed to address
a patchthrough whenUREaddressed the outstanding patches

Texas RE determined that this violation posed a minimal and not serious or substantiathisk to
reliability of theBPS UREhad a robust system that includka layered approach to protecting i@&ber
Assets. This approach includiffrewalls, group user authentication, shared account reviews,
infrastructure reviews, employee training, cyber incidence detection, and ESP/PSP access

authentication. URR2E FANB gl f 4 YR AY(iUNHzZA2Y LINSOSYGAzZ2Y
unknown communication types within the ESP. These devices were located in a secure room within a

secureURHacility that was monitored at all times.

URRE aAGAIlIGA2y tfly (2 | RRNBa Statingithadbe@h 2 € | G A2y

completed

URRA aAlA3IlF GAPRBOt f Yy NBI dzA NBR

1. develop and implement a biweekly patch remediation processtfedevices

> Texas RE did not requitdREo submit a formal Mitigation Plan for TRE3012968.
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2. develop and implement a new security patch management prgadse,communicate the
process to theelevantteamto ensure a common understanding of security patch
management as it applies to the servers

3. evaluate and implement enhancements to the security patch management section of the
change management procedure;

4. establish a process improvement team to develop @ocument enhanced processes and
procedures to address the causes of noncompliance and to develop other related
improvements;

5. develop and implement a securityafth management assessment degkprocedure to
facilitate a consistent approach and considgtdncumentation;

6. develop a crosfunctional training program, training materials, and schedule to implement
enhanced process and procedure improvements; and

7. establish periodic operational and corporate level controls to ensure security patch
management assessment and documentation is conducted and documented in accordance with
URBprocedures.

UREcertified that the above Mitigation Plan requirements were cdeted.
Texas RE verified thatRE2& aAGA I GA2y tfly gl a O2YLX SGSo

CIRPO07-3a R3 (R3.2IRR013012971

During the Compliance Audit, Texas RE discoveredXR&vas in violation of CIB07-3a R3.
SpecificallyJREnstalled eight security patches orsarver, but it did not complete documentation of
the implementation of the patches.

Texas RE determined theREhad a violation oCIR007-3a RJor failing to document the
implementation of security patches.

Texas RE determined the duration of the aimn to be from the datdJREnstalled patches but did
not complete documentation of the implementatiaghrough whenUREdocumented its
implementation of the patches

Texas RE determined that this violation posed a minimal and not serious or substantiathisk to
reliability of theBPS Although its test plan documentation was deficient, Texas RE determined that
URER2E &ASNIISNE 6SNBE aK2 gy ed PREEIIY Persarbed vafiddiagd sigdedi O K S
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off on test plan results for cybersecurity controls modificatidém.addition,UREises multiple layers of
defense,including the use ahtrusion peventionsystems firewalls, and networkegmentation. URE
has strong defenses for external cykatacks,and internally there is a substantial effort to reduce risk
for internal attacks, viruses, amdalware

To mitigate this violationJRE®

1. documented its implementation of security patches

. amended its path management procedures

2
3. reviewedCompliance Adit results and reinforced focus on compliance in the departmant}
4

. reassignednformation technology operational expertise to thelevantteam as part of a
phased approach to organizational realignment

UREsubmitted a Mitigation Activity Completion Affidavit stating that the aboviéigating activities
were completed.Texas RE verifigie completion ofURR2a YA GA I GAy3 | OGABAGAS

CIPO07-1 RATRE2012010877

UREsubmitted a SelReport stating thatt was in violation of CIB07-1 R4. UREid not have antivirus
and malware protection software installed on six devices and three servers. These nine devices are
CyberAssets within the ESP.

Texas RE determined thBREhad a violation oCIR007-1 R4for failing tohaveantivirus and malware
prevention software installed on nine Cyber Assets within the ESP.

Texas RE determined the duration of the violation to be from the date the Standard became
mandatory and enforceablen UREhrough whenUREcompletedinstalling antivirus and malware
prevention software on the nine affected devices

Texas RE determined that this violation posed a minimal and not serious or substantiathisk to
reliability of theBPS UREhad a robust system that include layered approach to protecting i@ber
Assets. This approach included firewalls, group user authentication, shared account reviews,
infrastructure reviews, employee training, cyber incidence detection, and ESP/PSP access

authentication. URE) a

&4 andbidtrusion prevention system monitored and provided alerts of any

unknown communication types within the ESP. Rieaé alerts were automatically raised and

8 Texas RE did not requitdREo submit a formal Mitigation Plan for TRE2013012971.
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investigated. In addition, the affected devices were physically located in a securenittima secure
URHacility that was monitored at all times.

To mitigate this violationJRE’

1. installed antivirus and malware prevention software on the affected devices, confirmed the
installation of the software on those devices, and confirmed that antivirus and malware
prevention software was installed on all other Cyber Assets wittii2 ESP

2. reviewed the antivirus and malware protection procedure and the change management
procedure, developed enhancements for those procedures, and developed related desktop
procedures;

3. developed and implemented new training for employees responsible for tagke new and
enhanced procedures;

4. conducted annual NERC compliance training for all employees responsible for implementing
and sustaining compliance with Reliability Standards

5. conducted quarterly CIP awareness sessions to review highlights of induastryy and
enhancements in program (ongoing); and

6. implemented a monthly process in which signature update files are validated on all Cyber
Assets in the ESPs administered byrétlevantteam. The process includes a step for a second
team member to reiew and validate the results.

UREsubmitted a Mitigation Activity Completion Affidavit stating that the above mitigating activities
were completed. Texas RE verified the completiondRE2a YA GAIF GAy 3 | OGADBAGAS

CIP007-3a R4 (R4)JTRE2013012972)

During the Compliance Audit, Texas RE discoveredURailid not implement its process for updating
antivirus signatures for three of its serverbhese three servers lost their client relationship with the
managing server to receive virus definition upesat

Texas RE determined thBREhad a violation oCIR007-3a R4for failing to implement its process for
the update of antivirus and malware prevention signatures.

"Texas RE did not requitdREo submit a formal Mitigation Plan fafRE2012010877.
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Texas RE determined the duration of the violation to be from the ddien the first of the three
serverdostits client connection to the antivirus update senteroughthe date when the last of the
GKNBES aSNUSNEQ Of ASyid O2yySOiA2Yy gLa NBaAG2NBR |

Texas RE determined that this viotatiposed a minimal and not serious or substantial risth&
reliability of theBPS While these servers were not protected with the latest antivirus and malware
prevention signatures during the specified peritdREised multiple layers of defense for
compensating measuredJREhas strong defenses for external cykstacks, and internally there is a
substantial effort to reduce risk for internal attacks, viruses, and malware
To mitigate this violationJRE?

1. updated signatures on the three serveand

2. updated and implemented its antivirus and malware prevention procedures.

UREsubmitted a Mitigation Activity Completion Affidavit stating that the above mitigating activities
were completed.Texas RE verified the completionwRE2a YA GA I GAy3 | OGABAGAS

CIPO07-1 R5 (R5.1, R5.2, R5.3BRR201301223%

UREsubmitted a SelReport stating that it was in violation of @B7-1 R5 in several instanceBRE) a
shared and default account access list did not contain a complete Iaftiaijshared and default

accounts and associated access privileges for the Cyber Assets in the ESPs. InldRddidmot

change passwords to all shared and default accounts for the Cyber Assets in the ESPs on an annual
basis. This issue affectegii@r Assets administered layspecifidJREeam.

Texas RE determined theREhad a violation oCIR007-1 R5 for failing to implement technical and
procedural controls that enforce access authentication of, and accountability for, all user activity, and
that minimize the risk of unauthorized system access.

Texas RE determined the duration of the violation to be from the date the Standard became
mandatory and enforceablen UREBhrough whenUREcreated a comprehensive user access list for
shared and defatilaccounts and changed all shared and default account passwords

Texas RE determined that this violation posed a moderate risk to the reliability BRBé&ut did not
pose a serious or substantial risRpecificalyJRER & FI A f dzZNB O02dzZ R KI @S NF & dz

8 Texas RE did not requitlREo submit a formal Mitigation Plan fafRE203012972.
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toURR A / @0 SNJ ! URERSG & elayiB YLidzii NRAR & @ LYFRSIldzr &S LI
ensure password changes could have increased the risk of unauthorized individuals with malicious

intent gaining accesstdRM & / @0 SNJ ! aaSitao I O2YLX SGS tAaGAYy
associated access privileges for the Cyber Assets in the ESPs had never been created. The identified lis
of default accounts provided as part of the cybeinerability assessment was incomplete. The risk

was further increased because the list was missingpst half of accountsThe accounts that were

identified as missing from the list included default accounts with strong controls and disabled

accounts

However, the risk was mitigated by the following factotdRHimited access to the affected Cyber

Assets to a small group of employees and contractors whose access rights were closely monitored by
GKS G4SFYQa Yyl 3aSN® ¢ K $cale@in @orkbted EGPRIING setukePSPB.St S
Cyber and physical access rights to CCAs in the ESP were being monitored and managed through timely
employment status alerts and associated timely access revocation.

URRA aAlGAIlFdAz2y t atibnyvadis@domitted B Ndxas Reatingithad begn 2 f
completed
URR2A aAlGATlFdAPRBOL f Yy NBI dzA NBR

1. create a new, comprehensive user access list for shared and default accounts

2. change passwords on all Cyber Assets and CCAs with shared/default adodhetESPs
administered by theelevantteam;

3. update its responsibilities matrix procedure to help ensure the requirements ed@IMR5 are
met;

4. train appropriate personnel on the updated proceduagd

5. implement the update procedure and post it to the compliance database to facilitate access
by appropriate personnel.

UREcertified that the above Mitigation Plan requirements were completed.
Texas RE verified thetRE2A aA GA I GA2y tfly ¢la O2YLX SGSo

CIRP007-2a R9 (TRE2002118Q

UREsubmitted a SefCertification stating that it was in violation of @B7-2a R9.UREsubsequently
submitted a more detailed SeReport stating that it failed to update its change management
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procedure within 30 calendar days of a change bemmpleted. SpecificallJREmplemented its
change management system one date but it did not update a section of its procedure umer a
year latet

Texas RE determined theREhad a violatiorof CIPO07-2a R9 for failing to document changes
resulting from modifications to systems or contralghin 30 calendar days of the change being
completed.

Texas RE determined the duration of the violation to be ftbendate by whichtUREshould have
amended itsdocumentationthrough whenUREamended itsdlocumentation

Texas RE determined that this violation posed a minimal and not serious or substantiathisk to
reliability of theBPS URHKIid implement the new system and documented the implementation in its
procedure document. HowevedRHailed to update an additional section of its procedttee

disposal and redeployment sectigio reflect the use of the change management system. There were
no disposals or redeployments of Cyber Assets administered hyelineantteam during the duraon

of the violation.

URRA aAlGAIrdAazy ttly (2 | RRNB A Statingithad begh 2t | GA2Y
completed
URRXE aAUGAIl GAPRBot £y NBI dzA NBR

1. update its change management procedure to reflect implementatiooRE® a OK Il y 3 S
management system, post the procedure to its compliance database to facilitate access by
appropriate personneimplement the procedureand issue an email communication to
applicable personnel,

2. conduct training on the revised procedure with all applicgidesonnel,

3. establish a process improvement team to develop and document enhanced processes and
procedures to address the causes of the noncompliance and to develop other related
improvements;

4. review the revised procedure and associated training for acquaad completeness; and

5. establish periodic operational and corporate level controls to ensure documentation updates.
UREcertified that the above Mitigation Plan requirements were completed.

Texas RE verified thetRE2A aA GA I GA2y tfly ¢la O2YLX SGSo

RELIABILITY | ACCOUNTABILITY




NER@\otice of Penalty PRIVILEGED AND CONFIDENFRIRMATIO
Unidentified Registered Entity HAS BEEN REMOVED FROM THIS PUBLIC VERSION
October 30, 2014

Page27

CIPO083 R1 (R1.2) (TRE20120111181

UREsubmitted a SelCertification stating that it was in violation of @BP8-3 R1. UREsubsequently

submitted a more detailed SeReport. UREeported that its Cyber Security Incident response plan did

not reflect allappropriate personnel updates. Specifically, the text of the plan was not revised to

reflect the position changes that were includeddRRa f A &40 2F LIS2L)X S G2 0SS
an incident (this list was attached to the plan))REdoes inclu@ a process for updating its plan within

30 calendar days, budRHailed to update contact changes within 30 days according to its process.

Texas RE determined theREhad a violation o£IR008-3 R1 for failing to reflect personnel updates in
its CybeiSecurity Incident response plan.

Texas RE determined the duration of the violation to be fuanenthe Cyber Security Incident
response plan did not reflect all personnel updatieough whenUREupdated the plan to reflect all
appropriate personnelipdates

Texas RE determined that this violation posed a minimal and not serious or substantiathisk to
reliability of theBPS In the event of an incident, theelevantmanager would have notified the
personnel on the contact list who would have cmmicated with the appropriate personnel on their
respective teams. Additionally, the contact information was correctrfost of the peopleon the
incident response team. LastlyREdid not experience mincidentrequiring the use of the contacts
list during the diration of the violation

URRE aAGAIlIGA2y tfly (2 | RRNBa Statingithadbe@h 2 € | G A2y
completed
URRA aAlA3IlFGAPRBOt f Yy NBI dzA NBR

1. update theCyber Security Incident response plan contact list, post the plan to the compliance
database to facilitate access by applicable persorimgllement the planand issue an email to
appropriate personnel

2. conduct training on the revised plan with all agplble personnel

3. dzZLIRF 4GS GKS LI FyQa Ay@SaiAadaliAazy NBIdzZANBYSyla
issue an email to applicable personnel;

4. conduct training on the revised plan with all applicable personnel;
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